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1. Summary and outlook

The standardisation environment 
is heterogeneous

The standardisation environment for cloud computing 
is only just starting to develop. However, it is picking 
up speed. So this study is inevitably an initial snap-
shot.1  Existing work on standardisation has yet to pass 
the concept stage, since a lack of common definitions 
or orientational knowledge has impeded joint and 
targeted progress. The widespread deployment of 
genuinely useful and usable standards for cloud com-
puting is hindered by a lack of suitable national rules, 
of harmonisation, and of technical convergence.

The USA is leading the way

Thanks to the market power of their proprietary 
industry standards, established US providers are exert-
ing the greatest influence on standardisation in cloud 
computing. In the second tier, there are consortia aim-
ing to have open standards as a market entry strategy. 
A pioneering role amongst the standardisation bodies 
is being played by the NIST of the US administration: 
it was the first body to draw up a standardisation road-
map for cloud computing. Some international bodies 
are also very much involved, but the overwhelming 
majority are being slow to focus on standards for cloud 
computing. At European level, ETSI and EuroCloud are 
the most influential bodies. In Germany, the DIN, BIT-
KOM and the BSI are taking first steps towards the 
definition of the specifications. Major future commer-
cial users of cloud computing, and SMEs in particular, 
are failing to play a sufficient part in the process. Many 
leading industrial nations are currently at the stage of 
orientation and planning in the field of cloud comput-
ing and cloud standardisation. 

First standards becoming accepted

Much work is currently being done on preparations, 
e. g. orientational knowledge, specifications or refer-
ence implementations. Proprietary, commercial solu-
tions in particular are widespread, and are currently 
emerging as the industry standard. Initial standardisa-

tion attempts like OCCI, OVF, Open Stack or CDMI, all 
of which make explicit reference to cloud computing, 
are also proving attractive. Generally, there are large 
gaps in standardisation and there is great potential for 
development. There is a confusing plethora of stand-
ards, some of them similar, some of them underdevel-
oped, and their degree of market relevance is some-
times unclear. The potential contained in a large 
number of established standards for other fields and 
sectors, which in an adapted form are becoming 
important for cloud computing, is only being devel-
oped slowly (e.g. OAuth, SCAP, WS-* or USDL). Man-
agement standards, like GRC-Stack, are extremely rare.
 

A diverse range of challenges

There is a need for a holistic approach and a co-ordinated 
definition of the aims in the field of cloud standardisa-
tion. As far as possible, this should be co-ordinated at 
international, European and German level. The main 
aim should be to close the gaps in the interest of func-
tioning and fair competition. For example, there are 
many challenges in terms of interoperability, portabili-
ty, enhanced transparency, legal certainty (e.g. with 
regard to data privacy), information security and gov-
ernance, or – more fundamentally – in terms of open-
ness to more competition.

The industry and the state are both called 
on to act

The chief responsibility lies with the German business 
community, which needs to play a more active part in 
standardisation in order to assert its key interests in 
the field of cloud computing. At the same time, there is 
a need for a policy response by government, since this 
is the only way to prevent possible market failure at an 
early stage. Cloud computing should not be a field 
where the legal situation is unclear or even completely 
open: it simply offers too many opportunities for 
growth if the right framework is in place. Rapid action 
is needed since major decisions on cloud standardisa-
tion are likely to be seen by 2014. 

1  In the course of the six months in which the study was produced, a lot of new publications appeared, not all of which could be taken into account 
(e. g. TOSCA, http://www.oasis-open.org/committees/tosca/).



31. Summary and outlook

The work of policy-makers should aim to use instru-
ments that are as participation-based as possible, and 
should focus on two objectives: contributions in terms 
of content guidance, and the establishment of an 
appropriate policy environment. Key fields of action 
include certification, orientational knowledge, com-
patibility with the law, central co-ordination, support-
ing communication – and the establishment of the 
necessary rules and regulations. A brand called “Cloud 
Computing – Made and Secured in Germany”2 could 
provide a starting point for this, as could a standardi-
sation roadmap for Germany.

2  “Wir wollen Cloud Computing made and secured in Germany” – Interview with MdB Hans-Joachim Otto, 
http://cloud-practice.de/news/wir-wollen-cloud-computing-made-and-secured-germany-interview-mit-mdb-hans-joachim-otto.
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 Current situation and aims of the study
 
In spring 2011, the Federal Ministry of Economics and 
Technology (BMWi) commissioned Booz & Company 
to undertake the study “Standardisation in cloud com-
puting” in co-operation with the FZI. This study is 
embedded in the context of the Cloud Computing 
Action Programme (cf. Figure 1). The Action Pro-
gramme was launched by the BMWi and is being driv-
en by an alliance of the industry, academia and gov-
ernment. The Action Programme includes the BMWi’s 
Trusted Cloud Technology Programme, which aims to 
promote research and development activities for effi-
cient and innovative cloud infrastructures and secure 
and trustworthy cloud-based services. 
 

In view of this, the first objective of this study is to 
provide an overview of the present standardisation 
situation. The German perspective is included as part 
of the overall analysis at European and international 
level. In addition to standards, the study also looks at 
preparatory work for standardisation and at certifica-
tion (cf. Chapter 3). The main focus is on technical 
standards. The additional coverage of management 
standards is in line with the study’s broad approach. 
It also considers key legal factors.

The study’s second aim is to make recommendations 
for the 14 selected Trusted Cloud projects regarding 
the potential and the problems of standardisation in 
the period up to early 2015.3  
 
The study aims to draw up a framework for strategic 
action and policy recommendations, thereby creating 
a foundation for a German roadmap for cloud stand-
ardisation.

2. Introduction

Figure 1: The setting for this study 

Source: BMWi, Analyse von Booz & Company und FZI 
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Cloud Computing Action Programme
initiated by the Federal Ministry of Economics and Technology

Technologieprogramm
„Trusted Cloud“

Core Technologies Industry Health Public
Sector

Analysis of the standardisation environment
(present study)

‘Trusted Cloud Centre of Excellence‘ Further initiatives

3  The findings of the project-specific analyses and the recommendations for action derived from them are available only to the relevant Trusted Cloud projects.



52. Introduction

Approach and structure of the study
 
The study is divided into two parts: “Overview of 
standards in cloud computing” and “Analysis of Trust-
ed Cloud projects”. The two sections are closely inter-
linked (cf. Figure 2). In order to enhance the emphasis 
on the practical nature of the work, the interlinkage 
with the Trusted Cloud projects played an important 
role in the general description of the standardisation 
environment. Intensive secondary research was also 
undertaken via interviews with a number of experts, 
including partners of the 14 Trusted Cloud projects.

The taxonomy of standards in cloud computing (cf. 
Chapter 3) formed a core element of the overarching 
analytical framework. 

First, the study looks at developments in the strategy 
of selected organisations (“Standardisation organisa-
tions” – cf. Chapter 4) involved in cloud standardisation 
which offer a minimum degree of opportunities for 
participation.
 
On this basis the study produces an overview of rele-
vant standards, certifications and preparatory work. 
Furthermore, selected standards are assessed and 
possibilities for further development and gaps are 
identified (cf. Chapter 5).

With a view to the future, major strategic trends in 
cloud standardisation are then described (cf. Chapter 6).

Finally, recommendations for action on cloud stand-
ardisation by the German Government are derived 
from the overall findings (cf. Chapter 7).

Figure 2: Approach and structure of the study

Source: Booz & Company und FZI
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Terms are often used inconsistently in cloud computing 
and mean different things to different people, even in 
efforts to standardise the terminology as such. For this 
reason, this study puts a significant emphasis on the 
definition of a consistent taxonomy for its analysis of 
the standardisation environment.  

This enables a targeted approach, a structured view 
and a clear use of terminology in the description and 
evaluation. First, standards are classified in terms of 

the challenges they address in cloud computing 
(“Why?”). Second, standards are distinguished on the 
basis of their approach (“How?”). 

Nine challenges

Working from the literature, nine especially relevant 
challenges in cloud computing were identified (cf. Fig-
ure 3) which cover both the perspectives of providers 

3. Taxonomy of standards in cloud computing

Figure 3: Details of the challenges in cloud computing (1st and 2nd levels)

Source: Analyse von Booz & Company und FZI

1 Efficiency of service provisioning

a Usage of development tools & components

b Creation of scalable architectures

c Resource management & flexibility

d Availability of services

4 Information security

a Identity & rights management

b Privacy & integrity

c Access control, logging, attack prevention 

d Verification & certification

6 Interoperability

a Migration in the/out of the Cloud

b Ability to integrate into on-premise IT

c  Cloud federation

7 Portability between providers

a Service portability

b Data portability

5 Data privacy5 Data privacy

8 Ensuring fair competition in the market

9 Compliance with regulatory requirements

2 Effectiveness of service usage and control

a Contracts incl. questions of liability

b Control of services by users

c Governance/escalation mechanisms

3 Transparency of service delivery and billing

a Billing incl. license management

b Quality assurance and monitoring SLA

c  Type and location of data processing

Figure 4: Fields of standardisation in cloud computing

Source: Analyse von Booz & Company und FZI

Field Type of standard Examples

Technology

Management

Legal

File & exchange format  OVF, EC2, USDL, CIM SVM…

Programming models  MapReduce, JAQL, PIG, HIVE

Protocols & interfaces  OCCI, CDMI, CloudAudit, Google DLF, …

Standard components & reference architectures  OpenStack, OSGI, NIST RM, IBM RM, DMTF, CTP, …

Benchmarks & tests  Benchmarking Suites, Security Assessment, ….

Business models  IaaS, PaaS, SaaS operating models, …

Service Level Agreements  WS-Agreement, Business SLAs, …

Condition of contracts  EVB-IT, EU SVK, components for AGB, EULA

Management models & processes  ISO 27001/27002, ITIL, COBIT, …

Controlling models & processes  SSAE, SAS 70, ….

Guidelines  BSI requirements, NIST UC, EuroCloud LRD&C

Legal requirements  EU data protection directive, BDSG, Safe Harbor

Voluntary commitments  Open Cloud Manifesto, …

Company policies  Internal policies, …

File & exchange format  OVF, EC2, USDL, CIM SVM…

Programming models  MapReduce, JAQL, PIG, HIVE

Protocols & interfaces  OCCI, CDMI, CloudAudit, Google DLF, …

Standard components & reference architectures  OpenStack, OSGI, NIST RM, IBM RM, DMTF, CTP, …

Benchmarks & tests  Benchmarking Suites, Security Assessment, ….

Business models  IaaS, PaaS, SaaS operating models, …

Service Level Agreements  WS-Agreement, Business SLAs, …

Condition of contracts  EVB-IT, EU SVK, components for AGB, EULA

Management models & processes  ISO 27001/27002, ITIL, COBIT, …

Controlling models & processes  SSAE, SAS 70, ….

Guidelines  BSI requirements, NIST UC, EuroCloud LRD&C

Legal requirements  EU data protection directive, BDSG, Safe Harbor

Voluntary commitments  Open Cloud Manifesto, …

Company policies  Internal policies, …
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Figure 5: Taxonomy as a standardisation environment in cloud computing

Source: Analyse von Booz & Company und FZI
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Standardisation environment
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and users and overarching interests. The challenges 
apply to cloud computing in general and also form the 
basis for the identification of the challenges posed by 
standardisation. At a second level, they are subdivided 
again into 19 further subcategories.

14 fields of standardisation
 
In line with the broad focus of the study (cf. Chapter 2) 
and in the course of the research on standards, 14 dif-
ferent fields of standardisation were identified in the 
areas of technology, management and law (cf. Figure 
4). They serve to structure the substance of the stand-
ardisation environment in cloud computing.

The classification matrix

The taxonomy views standardisation from two per-
spectives and thus spans a space within which to classify 
the cloud standards (cf. the Classification Matrix in 
Figure 5).
 

The term “standard”

Also, the term “standard” is differentiated in terms of 
how formal and binding the standard is. A distinction 
is drawn between preparatory work like orientational 
knowledge, (reference) implementations or specifica-
tions, and industry standards, standards and technical 
standards. Certifications are orthogonal to this under-
standing of terms. 
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There are a large number of different players in the 
field of cloud standardisation. The study sketches out 
the leading organisations which are characterised by 
at least a minimum of involvement in cloud standar-
disation and offer at least a minimum degree of possi-
bilities to participate (here termed “standardisation 
organisations”). 

The selection is based on initial research covering 
more than 150 different institutions. In line with the 
goal of the study, the focus is on standardisation 
organisations, standard development organisations, 
interest groups, consortia and public institutions. 
A common feature of all of these is that they have bod-
ies promoting standards or preparatory work with an 
implicit or explicit reference to cloud computing. The 
focus does not include research institutions or private-
sector companies. In the latter case, outsiders are not 
normally able to participate in decision-making pro-
cesses.

19 leading standardisation organisations 

Figure 6 gives an overview of the 19 leading organisa-
tions, classified by their thematic and regional focus. 
The USA (NIST) is playing a pioneering role in cloud 
standardisation. 

Some international standardisation bodies are also very 
much involved, but the overwhelming majority are 
being slow to focus on standards for cloud computing. 
At European level, ETSI will serve as a co-ordinator. 
EuroCloud is a highly influential, pan-European asso-
ciation of cloud computing providers. In Germany, the 
DIN, BITKOM and the BSI are taking first steps towards 
the definition of the specifications. Figure 7 provides 
brief notes on the involvement of the 19 organisations 
in cloud standardisation. 

4.  Standardisation organisations 
in cloud computing

Figure 6: Leading standardisation organisations in cloud computing

Sources: Analyse von Booz & Company und FZI

International

Europe

Germany

USA

Selection General  Cloud Computing ICT, miscellaneous
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Figure 7: Involvement of the standardisation organisations in cloud computing

Source: Organisationen, Analyse von Booz & Company und FZI

ISO (International
Organization for Standardization)
CSA 
(Cloud Security Alliance)
OCC 
(Open Cloud Consortium)
DMTF 
(Distributed Management Task Force)
IETF
(Internet Engineering Task Force)
ITU
(International Telecommunication Union)
OASIS (Organization for the Advancement 
of Structured Information Standards)
OGF
(Open Grid Forum)
SNIA (Storage Networking Industry
Association)
TOG
(The Open Group)
TM-F
(TM Forum)
W3C
(World Wide Web Consortium)
NIST (National Institute of Standards and
Technology)
EuroCloud

ETSI (European Telecommunications 
Standards Institute)
ENISA (European Network and Information 
Security Agency)
DIN
(Deutsches Institut für Normung)
SaaS-ES
(SaaS-EcoSystem)
BITKOM (Federal Association for Information
Tech, Telecommunications and New Media)
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OSIMM, OVF, SOA, orientational knowledge, specifications and 
co-ordination of cloud standardisation (e.g. in JTC 1/SC 38)

Best practices, orientational knowledge and standards in the field of 
security for cloud computing (e.g. GRC-Stack)

Cloud infrastructure – infrastructure for research purposes, cloud computing 
test environments, reference implementations, MalStone Benchmark

OVF, System Virtualization Management Standards (VMAN), 
management data model

Internet protocols and standards, such as FTP, HTTP/HTTPS, TCP/IP, 
X.509 Certificates, PKI or OAuth; overview of responsible bodies

Cloud definition, ecosystem, use cases specifications and architecture, 
security in CC, cloud infrastructure, analysis of gaps, action plan

Concepts, use cases and gaps in cloud identity (in IDCloud), many 
implicitly relevant standards (e.g. SAML, ODF, SOA, WS-*)

Open Cloud Computing Interface (OCCI) or GridFTP

Cloud Data Management Interface (CDMI), Storage Management 
Initiative Specification (SMI-S), eXtensible Access Method (XAM)

Standards to integrate cloud computing into existing corporate 
architectures, e.g. Cloud Computing Reference Architecture (CCRA)

Adaption of Frameworx for CC, Cloud Billing, Cloud SLA Mgmt., 
Cloud Security & Risk, Cloud Business Process Framework

USDL Incubator, general web standards (e.g. HTML, XML, CSS, WSDL, 
XML Encyption, XML Digital Signature or SOAP)

Cloud Computing Standardisation Roadmap, reference architectures, 
taxonomy, use cases, orientational knowledge, co-ordination

Comprehensive guidelines on law, data privacy and compliance, 
EuroCloud Star Audit (“SaaS quality mark”)

Standards, analysis of gaps and testing systems for interoperability, 
specifications, use cases, co-ordination, standardisation roadmap

Cloud Computing – SME Survey, Cloud Computing Information
Assurance Framework, Cloud Computing Risk Assessment

Bodies following work of ISO JTC 1/SC 38 in NIA-01-38 
“Distributed application platforms and services”

“Trust in Cloud” certificate for SaaS and cloud solutions, 
“Cloud Expert” certificate

Guidelines of “Cloud Computing & Outsourcing” working group, 
operator of Cloud-Practice.de (e.g. contractual rules, use cases)
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Involvement in standardisation in cloud computing (examples)Organisation

Other organisations 

In addition to the organisations looked at here, there 
are others which have yet to display clear involvement 
or which do not offer any opportunities to participate. 
Some of them are likely to play a greater role in future: 

Germany: German Commission for Electrical, Elec-
tronic & Information Technologies (DKE), Federal Net-
work Agency, Federal Office for Information Security 
(BSI), German Association for Small and Medium-sized 
Businesses (BVMW), Federal Association of SMEs in IT 
(BITMi), Federation of German Industries (BDI).

Other countries: Cloud Computing Forum (CCF) in 
Korea, Global Inter-Cloud Technology Forum (GICTF) 
and the Cloud Operations and Security Working 
Group in Japan, China Communications Standards 
Association (CCSA).

Europe: EGI, NESSI, ENISA, CEN.

International: Cloud Computing Interoperability 
Forum (CCIF), Open Cloud Consortium (OCC), Object 
Management Group (OMG), Cloud Standards Customer 
Council (CSCC), Open Data Center Alliance (ODCA). 
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Figure 8: Overview of the 20 “cloud standards”

Source: Analyse von Booz & Company und FZI

CCRA (Cloud Computing Reference Architecture): 
reference architecture for cloud services

CDMI (Cloud Data Management Interface): 
API for data access in IaaS, DaaS scenarios

Cloud Audit (Automated Audit, Assertion, Assessment, 
and Assurance API): API for access to audit information

CTP (Cloud Trust Protocol): uniform techniques and
nomenclature to boost transparency

OCCI (Open Cloud Computing Interface): 
API for cloud management (especially IaaS)

OpenStack (OpenStack Cloud Software): 
framework for the building of cloud infrastructures

CIMSVM (CIM System Virtualization Model): 
object model and interfaces for virtual systems & components

Hive (Apache Hive): 
programming model for data requests

OAuth (Web Authorization Protocol): 
protocol and interface for identity management

OVF (Open Virtualization Format): 
file format for virtual machines

SCAP (Security Content Automation Protocol): 
protocol and interface to download security content

USDL (Unified Service Description Language): 
description language for virtual services

WS-* (Web Service Standards): specifications and standards 
for web services

BSI-ESCC (basic security recommendations for cloud 
computing providers): guidelines

EuroCloud-SA (EuroCloud Star Audit): 
certificate for providers of cloud services

GRC-Stack (Governance, Risk Management and Compliance Stack): 
framework for risk assessment of cloud providers

NIST-UC (Cloud Computing Use Cases): guidelines for
applications in cloud computing with a focus on US agencies

SSAE-16 (Statement on Standards for Attestation Engagements 
No. 16): certificate for providers of cloud services

OCM (Open Cloud Manifesto): 
voluntary commitment to openness for cloud providers

95/46/EC (EU Directive 95/46/EC “Data Protection directive”):
EU data protection rules

CCRA (Cloud Computing Reference Architecture): 
reference architecture for cloud services

CDMI (Cloud Data Management Interface): 
API for data access in IaaS, DaaS scenarios

Cloud Audit (Automated Audit, Assertion, Assessment, 
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OpenStack (OpenStack Cloud Software): 
framework for the building of cloud infrastructures

CIMSVM (CIM System Virtualization Model): 
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OAuth (Web Authorization Protocol): 
protocol and interface for identity management

OVF (Open Virtualization Format): 
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SCAP (Security Content Automation Protocol): 
protocol and interface to download security content

USDL (Unified Service Description Language): 
description language for virtual services

WS-* (Web Service Standards): specifications and standards 
for web services

BSI-ESCC (basic security recommendations for cloud 
computing providers): guidelines

EuroCloud-SA (EuroCloud Star Audit): 
certificate for providers of cloud services
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voluntary commitment to openness for cloud providers

95/46/EC (EU Directive 95/46/EC “Data Protection directive”):
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Apache

IETF

DMTF, 
ANSI, ISO
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W3C

OASIS, 
OGF, W3C
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EuroCloud
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AICPA

(Various)

EU

InitiatorStandards, certifications, rules and preparatory work

The analysis of the standardisation environment aims 
to provide an overview of existing standards, require-
ments, certification and preparatory work in cloud 
computing and to place them in the context of the 
Trusted Cloud Technology Programme. The aim is also 
to identify “white spots” in which a substantive contri-
bution can be made towards the further development 
and establishment of standards in Germany and 
beyond. Providers, users and intermediaries of cloud 

services are exposed to a wide variety of standards in 
their business activities. 160 standards were identified 
and analysed in the course of intensive secondary and 
primary research. The focus is on cross-sectoral stand-
ards which make explicit reference to cloud computing. 

Standards with a significant implicit reference to cloud 
computing (e. g. web service standards) are included on 
a case-by-case basis.

5. Relevant standards in the cloud environment
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20 “cloud standards” 

20 prototypical standards, requirements, certifications 
and examples of preparatory work (“cloud standards”) 
were selected. These were examined and evaluated in 
detail and compared with some 35 similar standards 
(cf. Figure 8). This approach aims to make the overview 
both generally valid and easy to grasp, whilst also being 
as comprehensive and specific as possible.

The selection and evaluation of the 20 cloud standards 
is a snapshot from the beginning of 2012. In view of 
the pace of developments, a critical view needs to be 
taken of how up-to-date the snapshot is.
 
The 20 prototypical cloud standards serve as models, 
cover the fields of technology, management and law, 
and are greatly respected by experts. None of the sec-
tor-specific standards had enough general impact to be 
included on the shortlist. 

The vast majority of the standards are of international 
relevance. Some of them have a (slight) European or 
national reference (e.g. BSI-ESCC, USDL, NIST-UC, 
EuroCloud-SA, 95/46/EC).

The findings of the evaluation of the standards (cf. Fig-
ure 9) reflect the early developmental stage of cloud 
computing. Standards which already existed before 
cloud computing tend to be more mature (e. g. SCAP, 
WS-*, OAuth, CIMSVM, SSAE-16) than those drafted 
specifically for cloud computing. On the other hand, 
standards which make explicit reference to cloud com-
puting generally exert greater influence than those 
which make implicit reference. 

Effective use should be made of standards which are 
already widespread and mature (“Use!”). Those which 
are less widespread should be promoted (“Promote!”) 
and those which are at a developmental stage should 
be contributed to (“Contribute!)”.

Gaps in the standardisation environment were identi-
fied; this process included the overall study results and 
existing analyses of gaps (e.g. NIST). Figure 10 illustrates 
the approach, from the classification of the 20 standards 
in the environment (step 1) to the analysis of potential 
in the environment (step 2) and the evaluation of the 
gaps (step 3).

Figure 9: Evaluation of the 20 “cloud standards”

Source: Analyse von Booz & Company und FZI
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12 5. Relevant standards in the cloud environment

Gaps in standardisation in the cloud 
environment

The gaps reflect the fact that cloud standardisation has 
still to mature. A solid basis is formed by many existing 
standards which only make implicit reference to cloud 
computing. However, they still need to be adapted to 
cloud computing. Many new standards, being devel-
oped specifically for cloud computing, lack sufficient 
maturity. In certain areas, a total lack of standards can 
be seen. 

The majority of the standardisation activities are 
focused on challenges like information security, effi-
ciency, interoperability or portability, and mainly take 
a technology-driven approach. There is further need 
for IT standards, for example for standard compo-
nents, reference architectures, benchmarks, tests, or 
protocols and interfaces.

The largest gaps exist in the field of management 
standards. There are no, or only inadequately compre-
hensive, standards for business models, service quality 
agreements, management models and processes, audit-
ing and contractual rules. It would also be feasible to 
have standardised, binding corporate rules (BCRs) for 
cloud providers on data privacy on the basis of volun-
tary commitments.

The interplay between the legal framework and stand-
ardisation in cloud computing occurs at many differ-
ent levels, but has so far largely been reduced to the 
field of data privacy. There is a need to clarify the fun-
damental strategic regulatory approach at European 
and German level.

Standardisation potential in Germany

The main challenges for Germany and Europe lie in 
the field of interoperability, data privacy, legal certain-
ty and competition. The top priority should be the 
establishment of a cloud certification system, e. g. a 
quality mark like “Cloud Computing – Made and 
Secured in Germany”. For this to happen, it will be 
necessary to verify compliance with the law, and to 
provide orientational knowledge. 

The Trusted Cloud Technology Programme contains 
further potential for standardisation, e.g. in terms of 
security architectures, secure operator platforms, solu-
tions for data privacy and transparency, identity man-
agement, cloud service descriptions, and protocols and 
interfaces.

Figure 10: Identification procedure for gaps in cloud standardisation

Source: Analyse von Booz & Company und FZI
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The description of strategic trends in cloud standardi-
sation shifts the focus to the future. To provide a basis 
from which to work, various activities of recent years 
were grouped in thematic areas. The probable develop-
ment of those thematic areas which look likely to be 
most dynamic in the period up to 2015 is studied. The 
focus is placed on trends with a strong relationship to 
Europe or Germany. All of the trends are of direct stra-
tegic relevance to cloud standardisation, since they 
contain an inherent reference to cloud computing (cf. 
Chapter 3). 
 

Six strategic trends

Six strategic trends were identified, without any claim 
that this list is exhaustive. They are summarised in 
Figure 11. The first trend (dark blue) adds an interdisci-
plinary perspective to this approach. It provides a 
general analysis of the activities of government stake-
holders in cloud computing. 

6. Important strategic trends 

Cloud Standardisierung und
staatliche Mitwirkung

1 Die USA besitzen eine Vorreiterrolle (z.B. NIST Roadmap, „cloud-dd first“ Grun- dnn satzi)

2 Bei vielen Industrienationen deuten sicn n h ab 2012 zunehmende Bemühungen  an, z.B.

Frankreich (z.B. Andromède und Handlungsfeld „Standardisierung“)gg

Großbritanaa nien (z.B. G-Cloud), Deutschland (z.B. Roadmap , Trusted Cloud)dd , 

EU (z.B. ETSI Cloud -Standardisierungsroadmap, Cloud F&E Projekee te) und weitere

Cloud Zertifizierung

3 Seit 2009 gibt es erste , vergleichsweise noch unreife Cloud-Zertifizierungen - für 

Standards (z.B. EuroCloud Gütesiegel, Trust in Cloud, EuroPriSe, Cloud Audit)))

Experten (z.B. „Cloud Experte“, CCSK, IBM certified solution advior for CC)isis  und

Geschäftspartner(z.B. SAP Certified Provider of Cloud Services)

4 Es wird ein hoher Automatisierungsgrad  bei der Auditierung angestrebt 

Offenheit im Cloud Computing

5 Nachzügler (z.B. AMD, Cisco, Citrix, IBM, VMware, , viele KMU) wollen sich
zunehmend mit Hilfe offener Standards etablieren

6 Initiativen: DMTF Open Cloud Standards Incubator, Open Cloud Consortium, Open , ,
Cloud Manifesto (März 2009), Open Cloud Initiative (seit Juli 2011)

7 Unterschiedliche Auffassungen zur Offenheit; geringe Beteiligunggg der Staaten

Rechtssicherheit für die Cloud

8 Die bisherigen Cloud-dd Lösungen garantieren keine Konformität mit geltendem 

deutschen und europäischen Recht – es bestehen beträchtliche (Haftungs-ss)Risiken-

9 Verbindliche Standards können Rechtssicherheit schaffen

10 Relevante Rechtsgebiete : Datenschutz,zz Sicherheits-, Strafprozess- -, Verbraucher-rr ,
AGB-, Steuer- -, Handels- -, Urheber- -, Pr- ivat- und IT-TT Vertragsrecht-

Cloud Marktplätze

11 Die innovative Erweiterung des Cloud Computing  um den Marktplatz-zzGedanken 
wird seit 2010 verstärkt aufgegriffen ss

12 Standards sind für Flexibilität und Vertrauen  im Marktplatz-zzÖÖkosystem notwendig

13 IaaS (z.B. Amazon Web Services, Rackspace, Enomaly) wirddurch Amazon AWS 
dominiert;SaaS ; (z.B. TEXO -Marktplatz, Logistics Mall, Trusted Cloudlll -dd Projekte)ee
umfasst auch Lösungen für die Verwaltung

Governance im Cloud Computing

14 Es werden erste Standards  (z.B. GRC Stack) und Anforderungsdefinitionen (z.B. zu 
KPIs) zur Governance im Cloud Computing erarbeitet und veröffentlichtd d 

15 Standards werden zur Adressierung d er komplexen Anforderungen  benötigt

16 Zunehmender Bedarf an zielgruppenbezogenen, r reifen Standards sowie der s
Einbeziehung von existierenden Standards mitimpliziter Bezug (t t z.B. (( ITIL, COBIT)

Figure 11: Strategic trends in standardisation in cloud computing

Source: Analyse von Booz & Company und FZI

→ The USA plays a pioneering role (e.g. NIST roadmap, “cloud first” principle4)

→ Many industrial countries are showing signs of greater effort from 2012, e.g. 

 – France (e.g. Andromède and “Standardisation” field of action), 

 – UK (e.g. G-Cloud), Germany (e.g. Roadmap, Trusted Cloud), 

 – EU (e.g. ETSI Cloud Standardisation Roadmap, Cloud R&D projects) etc.

→ Since 2009 there have been the first, comparatively immature cloud certifications for 

 – standards (e.g. EuroCloud quality seal, Trust in Cloud, EuroPriSe, Cloud Audit), 

 – experts (e.g. “cloud expert”, CCSK, IBM certified solution advisor for CC) and

 – business partners (e.g. SAP Certified Provider of Cloud Services)

→ A high degree of automation in auditing is desired

→ Those lagging behind (e.g. AMD, Cisco, Citrix, IBM, VMware, many SMEs) want to 

 increasingly become established with the aid of open standards

→ Initiatives: DMTF Open Cloud Standards Incubator, Open Cloud Consortium, 

 Open Cloud Manifesto (March 2009), Open Cloud Initiative (since July 2011)

→ Divergent views on openness; little government involvement

→ The existing cloud solutions do not guarantee compliance with current German and 

 European law – there are considerable (liability) risks 

→ Binding standards can create regulatory clarity

→ Relevant areas of law: data privacy, security, criminal procedure, consumer, commercial, 

 tax, copyright, private and IT contracts

→ The innovative expansion of cloud computing to include the marketplace concept 

 has been increasingly taken up since 2010 

→ Standards are needed for flexibility and trust in the marketplace ecosystem

→ IaaS (e.g. Amazon Web Services, Rackspace, Enomaly) is dominated by Amazon AWS; 

 SaaS (e.g. TEXO-Marketplace, Logistics Mall, Trusted Cloud projects) also includes 

 management solutions 

→ Initial standards (e.g. GRC-Stack) and definitions of specifications (e.g. on KPIs) for 

 governance in cloud computing are being drafted and published

→ Standards are needed to address the complex requirements

→ Increasing need for mature standards oriented to target groups and for the inclusion 

 of existing standards with an implicit reference (e.g. ITIL, COBIT)

Cloud standardisation and 
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Openness in cloud computing

Regulatory clarity for the cloud
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Governance in cloud computing

4  The “cloud first” principle requires US agencies always to evaluate secure cloud computing alternatives prior to any new IT investment decision 
(cf. www.cio.gov/documents/federal-cloud-computing-strategy.pdf).
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Recommendations for action by the Federal Govern-
ment on standardisation in cloud computing are 
derived from the overall findings of the study; these 
recommendations largely apply to the EU as well. 

The recommendations should be viewed in close con-
nection with existing fields of action. At EU level, these 
are primarily the European Commission’s planned 
cloud strategy, the expert report “The Future of Cloud 
Computing”, and the ongoing R&D projects on cloud 
computing in the context of FP7. In Germany, the con-
text for this work is provided by the Cloud Computing 
Action Programme, the Trusted Cloud Technology 
Programme, and the envisaged “Cloud Computing – 
Made and Secured in Germany” mark.

The industry and the state are both called 
on to act

The chief responsibility lies with the German business 
community, which needs to play a more active part in 
standardisation in order to assert its key interests in 
the field of cloud computing. It is necessary for all the 
groups of stakeholders, such as providers, users, large 
companies and smaller businesses, to come together as 
equals. 

The model should be the free market with as little 
intervention as possible. Nevertheless, there is still a 
need for a policy response by government, since this 
can prevent possible market failure at an early stage. 
Cloud computing should not be a field where the law 
is unclear: quite simply, it offers too many opportuni-
ties for growth and its commercial importance is too 
great.

Rapid action is needed since crucial decisions on cloud 
standardisation are likely to be seen by 2014, meaning 
that the future course will have been determined by 
then. The rules of the game for tomorrow’s market are 
now being defined at this early stage. As developments 
progress, the possibilities to influence them will 
diminish. 

The emphasis is on two strategic objectives (cf. Figure 
12). In addition, it is vital to make thorough use at 
operational level of the Trusted Cloud Technology 
Programme for the purposes of standardisation.

7. Recommendations for action 

Figure 12: Overview of the objectives

Quelle: Analyse von Booz & Company und FZI
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157. Recommendations for action 

Strategic objective I:

The state should provide support in terms of content 
guidance. The focus is on the definition of requirements 
and the creation of orientational knowledge. The 
industry is responsible for the actual standardisation.

Strategic objective II:

In order to make it possible for all the stakeholders to 
take a co-ordinated and targeted approach to stand
Eight fields of action were identified in terms of the 
objectives, and specific measures are recommended for 
each of these (cf. Figure 13). 

1 – Closing gaps in standardisation

The priority should be on gaps in standardisation, and 
public-sector requirements should be clearly stated. 
Existing standards should be catalogued (e. g. similar to 
an e-government SAGA). 

2 – Support for Openess in cloud computing

Incentives should be put in place to promote the open-
ness of standards in cloud computing. Standards 
should be scrutinised in terms of how open they are.

3 –  Paticipation on orientational knowledge 
an contract law

Orientational knowledge and the pillars for it should 
be defined and drawn up in order to avoid duplication 
of work. Standards for contracts should be defined 
separately from the legal framework.

 
4 – Supporting documentation

Standardisation activities, orientational knowledge 
and support services should be communicated to all 
stakeholders via public relations activities, in order to 
raise awareness of standardisation in cloud computing. 

Figure 13: Overview of the eight fields of action  

Source: Analyse von Booz & Company und FZI
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16 7. Recommendations for action 

5 – Central co-ordination of standardisation

Standardisation must be co-ordinated centrally in 
Germany, separately from national, European and 
international levels of administration, and involving 
all the stakeholders (e. g. standardisation roadmap).

6 – Provision of appropriate certifications

The “Cloud Computing – Made and Secured in 
Germany” brand should be underpinned by 
appro priate certifications in cloud computing. 
 

7 – Providing policy backing

Thorough use should be made of existing support 
measures like the Trusted Cloud Technology 
Programme for standardisation purposes.

8 – Legislation

The current legal framework should be thoroughly 
screened for its appropriateness and its implications 
for cloud computing, so that needs for legislation can 
be ascertained.





www.bmwi.de



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (Coated FOGRA27 \050ISO 12647-2:2004\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 100
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 300
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 100
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads true
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PageMarksFile /RomanDefault
      /PreserveEditing false
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


