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1 Introduction

The Trusted Cloud criteria catalogue for cloud services defines the minimum requirements which
a cloud service must fulfill for obtaining the Trusted Cloud label and thus must fulfill in order to
be listed on the Trusted Cloud Portal.

The version 2.0 of the Trusted Cloud criteria catalog for cloud services has been adapted to the
extended requirements of the European General Data Protection Regulation (GDPR). The GDPR
has to be fulfilled when processing personal data since May 25" 2018.

The document is structured as below. Chapter 2 describes the basic concepts and requirements
on which the criteria catalogue is based respectively were incorporated into its development. The
structure of the criteria catalogue is explained in chapter 3. Chapter 4 describes in detail the
criteria and minimum requirements of the criteria catalogue which have to be met for listing a
cloud service on the Trusted Cloud Portal.
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2 Basic concepts

The basic concepts and requirements, which have been incorporated in the development of the
criteria catalogue, are described in this section.

2.1 Requirements for the criteria catalogue

The following requirements were considered for the development of the criteria catalogue.

2.1.1 General requirements

91 The criteria catalogue contains a minimum amount of criteria and criteria measures in
order to evaluate a cloud service in the required depth for the Trusted Cloud label.

91 Thus, the criteria must cover all areas relevant for the cloud users: contractual aspects,
quality of service provisioning, data privacy, data security.

1 The criteria catalogue defines minimum requirements which a service must fulfill in
order to be listed on the Trusted Cloud Platform.

1 The criteria must be suitable to request and to analyze it in the context of self-tests
from the provider.

9 The criteria catalogue must be versioned.

The requirements of the criteria catalogue can also be differentiated according to the
stakeholders of the Trusted Cloud Portal which are described in the following sections.

2.1.2 Requirements of cloud users
1 The Trusted Cloud criteria catalogue is transparent to the user.

1 The criteria are suitable for the selection and comparison of reliable cloud services i.e.
they make a statement regarding

o Data security

o Data privacy

o Legal conformity

o Integration of the services into existing infrastructure
o Avoidance of additional dependencies

o Security of investment
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The criteria are suitable for the selection of cloud services processing personal data.

2.1.3 Requirements for cloud provid er

1 The criteria and characteristics must be understood i.e. it must be transparent, why a
criterion is requested.

1 The criteria can be specified in context of a self-test at a reasonable cost.

1 The minimum requirements for the listing of a service must be clearly visible and
already communicated transparently before registration.

2.2 Alignmenta nd testing scope

The focus of the available version of the Trusted Cloud criteria catalogue is on criteria which
increase the provider transparency, especially on the representation of all subcontractors
engaged in service provisions such as data center, contract design and ensuring data sovereignty
by the user.

Furthermore, the criteria and controls safeguarding data security are integral components of this
catalogue.

The criteria with regard to data protection aim to demonstrate the appropriate implementation
of the requirements of the European General Data Protection Regulation (GDPR). This may also be
confirmed by providing corresponding certificates.

Another essential objective of the Trusted Cloud criteria catalogue is the description of a cloud
service from a user view by specifying criteria of transparency. In addition to the functional
description of the services the catalogue thus contains criteria for representing the technical and
functional pre-requisites for use, migration and exchange of the service as well as information
about the required processes for the provision of services and ensuring service level agreements
like availability and support services.

The Trusted Cloud criteria catalogue was designed such that it is filled out in a legally-binding
self-assessment by the cloud service provider. The provider can verify individual information by
mentioning certificates and seal of approvals. The test takes place by the Trusted Cloud bearer
organization by plausibility check of the provider information. Currently no additional audit of
the provider is performed.
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The version 2.0 of the Trusted Cloud criteria catalogue introduces a differentiation between
possible intended purposes of a cloud service in processing data. Different types of data to be

processed may constitute varying ||| | | |GczcEG
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